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1. Z724E5 B #fE SAMInside

Step 1

7= _F iy SAMInside Download.

SAMInsit Windows Internet Explorer
- |2 insdepracom. 35 [x] [
BRO #8O SR FHEEFW TAED HEE®
o BERE | - ) BEBER 2| BROHm £ -
HE SAMInside G- 8 O &- #@0- Z2EQ- IRO-
-
NSIAEPKQ, 57736/:512 txteme 6pu sruteforcer has been updated to version 2.1 (comments: 3) Loar 2essasemn
e forinee | 03/04/2017 Extrame GPU Bruteforcer has been updated to version 2,0,2 (comments: 1) cappeprm e
02/12/2012 PasswordsPro has been updated to version 3.1.2,0 (comments: &)
0.0 (02/05/2012 )
(0208 ) SAMInside
PasswordsPro IMPORTANT! You may use this software for the recovery of your own forgotten passwords only.
Varsion 3.1.2.8 (05/01/2012)
Download
Program Deseription
Extreme GPU Bruteforcer Data Impo
Varsion 2.1 (04/30/2012) Data Export
niosd Password Recovery
Download (4-bit) Cornmand Line Parameters
Additional Features
Buy Software Derno Wersion Restrictions
License Agraement
Forum
Posts: 82099
Program Description
Rainbow Tables SAMIns
Tables: 132 Ele Edt Yew Ieok Audt Servics 2
Hash Generator
T B @8 asl oo @
NG S User RID LM-Passward NT-Password | LP-Hash NT-Hash
Subseribers: 1517 27974 7279779777777 SECD9236D21095CE...  CO4EBAZBIF
Visitors todayi 6240 RS 1T T3CCADZBDIETSLTSG... CTEZ62ZDTSL
Total visitors: 7533466 ?22220T 22222772222227  3466C2B0487FE39A4...  BO030E356D1)
O twes 1000 an aa B9D42A44ETTIA0ARR... CE6E3434FTE
i 1012 ey 77777777777 DBCSESCBABOZE091... GBGEOFEZED?)
[ threea 1001 LLY) aaa 1C3A2B6D939A1021... E24106942BF
O foura 1002 ARBA aaaa DCFICAREDBCZFZDF... FAS664E7SFFI]
< >
Users: 7, Passwords found: 3 (42.86%). Current password: NQHKI
Lkesdy
SAMInsids is designated for the recovery of Windows NT, Windows 2000, Windows XP, Windows 2003, Windows Vista, Windows 7 user passwords,
Some of its outstanding featurss include: g
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Step 3
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Step 4 | Windows\System32\Config\SAM 32 E& 4% T 1] DL 2] Windows {58 F A IE 9% Bl iE i
SAM > (HIEREZEIM A REEFEFIRL > 75 SAMInside ZE#ASKFHRL > BiE) SAMInside
% > BUTLL N HYHRE
G oo 0, G ) - g
| ;zzu:’;uczllgmzvﬁls‘chei\der |
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Step 5 HITIREBAT:

2% SAMInside El El rgl

File Edit Wiew Tools Avndit Zervice 2
User LM-Password MT-Password LM-Hash
[] administratar 500 <Disabled= <Empty = 000000000000000
[ Guest 501 «Disabled= <Disabled> 000000000000000
SUPPORT_3585945a0 1002 <Disabled> TREETIIVIRIRYY goooooooooooaoo
APMUser 1003 TREYEYY TRIVEYY 01FCSAGBEVBCES
HelpAssistant 1004 TREPTRIVIIYRIY TRRRTIIVIIIRYY GE7GAZACFZATAC
CISLAR 1005 TRERIYT TRIPIYT FE794AD6366E0EE
< | ?
Users: 6. Passwords found: 2 (33.33%). Current password:
Ready [ |
. FHEs AT User ~ LM-Password ~ NT-Password 2 Windows (41 S8 B 22 fE A

« DL LM hash Aff] - DA BiEfE 7= ¢




RS PR /NS FOTEIRBCASS © (£ NULL FoCEm#E NS - B2
AVRSE RS 14 (BT - o3 7 [T TRy (EESE - (A _EAlEBE(E fy DES #%

W5 ZRNER E T o BRI ST Rk 128 i1ty 78 - W74 R
- fERE EEH T File->Export Users to PWDUMP File( Ctrl+S) 838 fig ZEEF Y T
FIRYFEAS (ex.: OL.txt) » EA& =R A John the Ripper Bz fg T H AR %

¥ SAMInside

I Edit View Tools Awdit Zervice 7
(5 Import SAM and SYSTEM Registry Files...  Ctrl+0 ﬁ . ® [>
Tinport SAM Registry and SYSKEY File... & :
i LM-Password MT-Passward LM-Hash
Timport Local Users via LEASS -
. <Disabled = <Empty = 000000000000000
Linport Locel Users via Scheduler <Disabled> <Disabled> 000000000000000
Imoort from PWDUME Fie MO <Disabled= PRTIRIIIREIITY 000000000000000
F T PPIITTT PTTIRIT 01FCSARBETECED
Linport from *HDT File... 72272777777772 27722727777277 GE7BAZACF2ATAC
Import from *LCE File... 2772777 2777777 F6794A06366E0EY
Tinport from * LCE File. .
Tmport from *LC File...
Tmport from * LT File..
Tmpogt LM-Hashes foom * TET File..
Import N T-Hashes from * THT File.. | .
H Export Users to PWDUMP File... Chl+3 Current password:
Sil Export Users o HTHL...
|
Export Found Passwords. .
Export Statistics. ..
Exnit
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2. Z#2E John the Ripper

Step 1

pARGEE e » st R hitp://www.openwall.com/john/ sif3EEY John the Ripper

1.7.9 (Windows - binaries, ZIP, 2029 KB)

hn the Ripper password eracker - Windows Internet Explorer

& o-w opemvallcom DIEIRS
RO R0 WAY AMEEW TRO B

i BRBE | - B BELEE £ REM Homad £ -

\* M B - e - @EO- RZEREY- TEQ- @-

W John the Ripper password cracker
L] TFFIBIANSEEF: B Adobe Systems | ‘B ‘Adobe Flash Player' o RABEEZABISRATNTTI - T HERTHIT > HIEHE1E x
~
{
openwall
\ bringing security into
\ open environments
John the Ripper password cracker
John the Ripper is a fast password cracker, cutrently available for many flavors of Unix, Windews, DOS, BeQ3, and OpenVIS, Its primary purpose is to detect weak Unix passwords. Besides several crypt(3)
password hash types most commenly found on various Uhix systemns, suppotted out of the bex are Windews LM hashes, plus lots of other hashes and ciphers in the community-enhanced version.
Ads by Google Password Windows Download Windows Windows Download CD Ripper £ sHARe WMERE
Tohn the Ripper is free and Open Seurce software, distributed primarily in source code form. Ifyou would rather use a commercial product tailored for your specific operating system,
passworts openreall st please consider John the Ripper Pra, which is distributed primarily in the form of "native" packages for the target operating systerms and in general is meant to be easier to install and use
while delivering optimal performance
Proceed to John the Ripper Pro homepage for your O3
Windows
NTI2000/EP/2003/ Vistal7 o Feltmftis Bimear Fro or Hins
Windows NTFS (EFS) * John the Ripper Pro for Iac OF X I
Windows 95/93/ME * On Windows, consider Hash Suite (developed by a contributor to John the Ripper) ““Aﬁﬁﬁ
B e
Uiz Download one of the latest official free versions (release notes)
[Trus %
« Tohn the Ripper 1.7.9 (Unix - sources, tar gz, 848 KB) and its signature —
ME Word « John the Ripper 1.7.9 (Unix - sources, tar br2 701 KB) and its sisnature il E|
Board] aries, ZIP, 2029 KB} and 1ts signature AHEE [~]
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Step 3 | FIRan SRR T oL Rt~ E SN~ EEAEA > SIERT T

= AR (
BEE FHE WA BOSEW TAD HEE
Qt=- Q- F Pws [wsx [

@ waTh v

& TroeTpe BFIER

D 17| £ Windows iR

A WordPad

v
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v Bz

D Program Files D WINDOWS

PSRRI R PO
) FigRiEhz
POl = ooy

XPMUser
R Resr
|5 BRw©HD)

v ET R
Ostlck Expess || & Windows Catalog
& Windows Update

@ SRS
E wEE Ol I Ppe—
m PGP Deskiop iy P & S Windows TP

fi PHBEREN @ AL >
® indows Media Pl () E5h b ERE
I g »
& Internet Explorer [

@ B2 Windoworp || B Ok Brgres

© Windows Media Player

W wmnsEE B Wl e
@ Windows Movie Maker |

=R Y &R TFInE

{7 John the Rip

Step 4 | A cd c:\john179w2\john17\run(EE: LRSI B o RifiRERYE 2 BRAE » SEREE SRR run
HER)

& run

WEE SEmE WRI BREQW TAD HEE L

Qt=E- Q- F Pws [wsx [HE-
HAUED) | ) Cijohnl Pw2Yohal Poun

-1&’ eyggoe 11 B 2600]
(C) Copyright 1985-2001 Microsoft Corp.

D’”h" C:\Documents and Settings\XPMUser>
C:\Documents and Settings\XPMUser>cd C:\john179uw2\john179\run

johu-omp N N
D C:\john179uw2\johnl 78\run>_
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Step 5

f A john.exe EEMRHTE M

le . [= x|
& o-w opeaallsom (&[] [3 ol
i BERRE | - B SEER E) REE Hotns 2]
W) Joha the Ripper pessword cracker fi- B -0 - EEE- ®2EQ- TAEQ- @- 7
W 5= TFFIBEMNTT R FE Adobe Systems T ‘B9 ‘Adobe Flash Plaver' © MRAREEZBIEEHTIGLH - MEEREHIT > SR X
= =
Nedlis A (C:\john179w2\ john179\run>john. exe -
\‘ggpng?e?wwwmg" Proscts B8 John the Ripper password cracker, version 1.7.9
open environments Copyright (c) 1996-2011 by Solar Designer J
Homepage: http://Wuw.openwall.com/john/
Usage: john [OPTIONS] [PASSWORD-FILES]
Tohn the Ripper is a Fast password cracker, cutrently availal |~ ~$ingle “single crack"” mode eral crypt(3)
password hash types mest commenly found on various Uniz [~ ~wordlist=FILE --stdin wordlist mode, read words from FILE or stdin
--rules enable word mangling rules for wordlist mode
Ads by Goodle Passwaord Windows Download Win |- -inecremental [ =MODE ] “incremental™ mode [using section MODE] 2 sAre  of @ ED
--external=HODE external mode or word filter
Tohn the Ripper is free and |~ ~Stdout [=LENGTH] just output candidate passuwords [cut at LENGTH] perating system,
please consider Tohn the B |~ "restore[=NAME] restore an interrupted session [called NAME] r to install and use
while delivering optimal pet |~ ~$@ssion=NAME give a new session the NAME
--status[=NAME] print status of a session [called NAME]
= Proceed to John the Ripp |- -make-charset=FILE make a charset, FILE will be overwritten
indows
NT/2000/%P/2003  Vistal? « Tohathe Ripper Fro - -show show cracked passwords
--test[=TIME] run tests and benchmarks for TIME seconds each
e RS () + Johnthe Ripper Pral oo o [~ LOGINIVID[...] [do not] load this (these) user(s) only »
Windows 95/92/ME. © @ Witnitee, s --groups=[-1GID[,..] load users [not] of this (these) group(s) only
Uiz Dewnload one ofthe latest |~ ~$he11s= [=1SHELLL , . .] load users with[out] this (these) shell(s) eonly
--salts=[-]COUNT load salts with[out] at least COUNT passuwords only T
* John the Ripper 1.7. |- ~save-memnory=LEVEL enable memory saving, at LEUVEL 1..3 -
* John the Ripper 1.7. |- -Format=NAME force hash type NAME: des/bsdi/mdS/bf/afs/ln/trip/ |
+ Uohn the Ripper L durimy - |

HEEHRX LALELDT v

s | e

AT LAAT john [ HHE A8 2 M BAYHE S 2% - 1 R] LLE John the Ripper EijE
T TR E IR A

B — i =t (Single crack mode)

= di i (Wordlist mode)

/718582152 (Incremental mode)

B — S IE

P TERE AYIRSE X 8 o 5a 2 L

Bz P dragon 2 (ER5E - John the Ripper & DU SR 438k - 40T drago
nogard > 02dragon > dra567gon

54 =L © john -si [filename]

FHLR

B fEH Y HFE B > John the Ripper m] DAUfE & -S4

—fitE o HA B R L T BUAR B S AR

john -w:[ZF= 84 filename] [ filename]

PSS < - AR IR NIV ERHMEA R AR 802 B E S » 2 & ARV TS
LR - 7R ?EAJJD/\-ruIes R H] BARLEETRE

john -rules -w:[== 8t filename] [filename]




FHAREHS
® 1] % http://packetstormsecurity.org/Crackers/wordlists/ $HTEY Bl A P 17HY 7 di kg

Home

; B Showing 1 - 25 of 188
Files k= Follow us on Twitter

_ Text To Sorted Word-List Creator 3 Fonow us on Facenook
Authored by snakingmax | Site snakingmax. pat.com Posted Aug 19, 2011
Text to Sorted with no repeated elements Ward-List creator in Python 3. Lﬁ_, Subscribe to an RSS Feed
tags | cracker, python
MD5 | e22d6b2c50ec3Tdaa3clSdle733eckl4 Download | Favorite | Comments (0)

Top Authors In Last 30 Day:
Arabic Names Dictionary Red Hat 28 files

Authored by g33ko Posted May 10, 2011 Farbod Mahini 26 files

Ubuntu 22 files
HauntiT 22 files

This file contains two wordlists with both male and female Arabic names. Together there are over 1800 entries.
tags | cracker i i
MD5 | 5329b12373d92434e73a6c1 21 FETC4ER Download | Favorite | Comments (0) Debian 21 files

Mandriva 16 files

~ Iranian Name Wordlist HP 14 files
Authored by Nima Ghotbi | Site h.ackerzcom Posted Mar 16, 2010 the_cyber_nuxbie 13 files
This is a list of Iranian names to be used for cracking. Benjamin Kunz Mejri 13 files
tags | cracker BHG Security Center 9 files i
< | I 1 b

® WHHITEBEAGRE - KA RENEIS EEEEIEE - SEHE—THIH

B common2.txt - ... Q@@

File Edit Format VYiew Help

admin A
sysadm

sysadmin

operator

manager

Totus

Totusl2s
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FHEZF rules HygRER
Wordlist 5 rules &7 5AE run BRI john.ini & > FEIERAYE john.ini BYFA(E

[ john.ini - Notepad E]@

File Edit Format View Help

;# Insert/overstrike some characters... ~
s 17al1d[1-6] [a-2]

;1 7alo[0-7] [a-2]

,# Toggle case everywhere

sImT [(*0]T[*1]T[*2]T 3]T[*4]T[“S]T[*6]T[*?]Q

;# very slow stuff.

;18 [1-90]<-%[0- 9]5[0 9]

s (7ac$[1-90]<-$[0-9]%[0-9]

;<—1$[a—z]$[a—2]

DI et A et FTEH John.ini 7% - $&([List.Rules:Wordlist] > 7F
ﬂE \.:mrd]i%t modedgl'l._ﬂei

. oW N = s L ey ) =
#L'.ll’rf:;' :rgrgg agrt h:_';tare = %Eﬁfﬁ%ﬁﬁ@ﬁ‘ém@ﬁ rules

# Lowercase every pure alphanumeric word

-c »317x1qQ

# Capitalize every pure alphanumeric word

-c »2(7a!7xcq

# Lowercase and pluralize pure alphabetic words
<*>217AT0p

# Lowercase pure alphabetic words and append '1°
<¥*>217a7%1

# Capitalize pure alphabetic words and append '1°'
-C <¥>2!17ac$l

# pbuplicate reasonably short pure alphabetic words (fred -> fre
<7>1'7ald

hd

< >

HHES

- ¥ wordlist AMBUEMEIE
- C BFEERE 417 crack” -> “Crack”
c BFE/INEHEKRE > 40 “Crack” -> “cRACK”
r KZiE - 40 “crack” -> “kearc”
d EEL 410 “crack” ->  “crackcrack”
f $EBY > 41 “crack” ->  “crackkcarc”
- { ¥/ shift > 41 : “crack” -> “rackc”
} 134 shift > 40 “crack” -> “kcrac”
- X fEFHmEEEE TR 1 $40 “crack” -> “crack4”
- X (EFHETEEE TR 400 M “crack” -> “4crack”
- <N FHREARNWEKRAN
- >N FHERNVENAN
- (X HEHEETE X AYFE rule FVEI{E
- )X H¥EEe—EF R X By 84 rule FVEHE
- p & “crack” ->  “cracks”
- P WmER o W “crack” ->  “cracked”
- | HAFEt > 400 “crack” ->  “cracking”




- B —{EMBR > 41 - “crack” ->  “rack”
- ] e t%—E-Mips > 400 “crack” ->  “crac”
(PR [ “FIE T rule @ESIMNIRIE > B TESER
WNVEFEZ R “\" )
- R TR AT B A > 400 “crack96” ->  “vitsvI07”
- L TRIE SR FAVAI B/ —A& » 400 “crack96” ->  “xeaxj85”

FITEEEN

155 32 5 OB A (brute-force attack) - EEATA VAL S - R EHYA R
FAFORME 95 ()T 1~8 (I HIFEIEAH & » ZIBMREHS - 5 (EfE 0 n] DURR HH G B =R
FHHE A BERCIB RS - (ERRCRR (K - IR MR

john -i [filename]

John the Ripper HHEE{E S

G HIER TS

- CtrIrC

[al{8 X TAE

- john -restore

FEan S RET R test.txt BEARAYEE IR

- john -show test.txt

John the Ripper &7F run H ka4 —(E “john.pot ige » i frr & At
YRS




A John the Ripper mZf# Window XP 28
SAMInside FTEEUHHEVEE SCREBOLFHEN T

BRE EEE #BAOQ HHE HRNED
CISLRBI1 [105IF6?9!IRD6366EBE6?HRD331135551!IB!IEEtESH5E8682FEC!I6[:2BED99H168E22BBTB: B I 2

User RID LM-Hash NT-Hash
{88 John the Ripper A& windows ZSCHIT

o RRRINEIL

Microsoft Windows ¥P [hRZE 5.1.2600] -
(C) Copvright 1985-2001 Microsoft Corp.

C:NDocuments and Settings'iPMUser>cd civjohnl79wZNj chnl 79 run
Civiohn P92 ohnT 79N ntd o U bt

Loaded 1 password hash I(LM OES [128/128 BS SSEQ])I TEI L& T INEAS T ENTALME]
Mo password hashes lef DES
[ n179%runz john -show 01, txt
CISLAR:CIS4042 Q005 : ChARESRSZFECARCZOEDIN4 163E220078: :
| PRSP SRR E B ACISLAB0L2

|C:\john1?9w2\johh1?9\run>_

R John the Ripper By 2R &SR

- AETHRR HERE T run BRI E]—(E john.pot 1 > IS & aCHE T R LAY
E%@?FH%JEEI’J i(ﬁﬂ?ﬁ)

B

| ERE #Eiﬁ@ e R0 S
JSLHEF6794ad6366eBe67 CISHBZE
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FEIRE -

e —{E - BaAE AT N 2575 {Kobe > Bryant - Odom » Derek - Fisher » Ariza » Travor »
Lamar - Paul - Jordan - Gasol > Andrew > Famar > Howard > Lebron} o Z5A]gERYE
fELIN © TravorTravor » DerekkereD > domO - ArizaazirA - lamarramal » 23jordan >
Kobe24 > Paul33 > LebronJames > asolG > ndrewA > amaramar520 > HowardHoward >
bryantbryant » 5566Fish}
D ATES" " EAoI S & John the Ripper FYBLH T F]
QEfEHfES"d" > FAUI LTS &4 John the Ripper HY=F B = H E]
@)YEfEAfES" " RE RS & John the Ripper £S5 HUEHF]
(4)#5 LA John the Ripper #Y=F B SRR 0EAE - 55 5 — (I o] DU = 502505
"5566fish"Hy rule
(5)# LA John the Ripper Hy~BUHE L AR TEAE - 555 —(E 7] DI =208
"amaramar520"fy rule

RGBS

A A A SAMInside & EERE aaEREER ) o TGRS o
(1) CHIAP**1 1EE > TR R— B MR TFIA
http://packetstormsecurity.org/Crackers/wordlists/ 4ghkFrEE Ly HkEm
ZF 2 —1&ENNE 123 RS -

(2) EXHIHF**2 By S ELR FAHEE - =] B AR S s
(3) EHIFHF**3 K& HE Ry 5 ([HB AR - (TS5 2T IREE -

(4) EXFF**4 (SR 4 [ERERELECT - By 550 > fTEHR
PSR TIR AL
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gk w4

RRE:

e —{E - BaAE AT N 575 {Kobe > Bryant - Odom » Derek - Fisher » Ariza » Travor »
Lamar - Paul - Jordan - Gasol > Andrew > Famar > Howard > Lebron} o Z5 R[] gERYE
fELIN © TravorTravor » DerekkereD > domO - ArizaazirA > lamarramal » 23jordan >
Kobe24 > Paul33 > LebronJames > asolG > ndrewA > amaramar520 > HowardHoward >
bryantbryant » 5566Fish}

(DEfEEfE" " Ra e ZuE &z John the Ripper £y B HE]
QYEEAHTES"d" » AL TS &% John the Ripper fy7- BLfHE=(H £
@)YEfEAfES" " RE RS & John the Ripper £S5 HUEHF]
(4)#5 LA John the Ripper #Y=F B SRR 0EAE - 55 5 — (I o] DU = 502505
"5566fish"Hy rule

(5)#5 LA John the Ripper Hy~BUH L AR TEAE - 555 —(E 7] DI =208
"amaramar520"fy rule
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